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EXECUTIVE SUMMARY

Across Asia, and mirroring global trends, women are experiencing a high prevalence of technology-
facilitated violence. The UN Broadband Commission’s Working Group on Gender reported in 2015 that
“approximately 73 percent of women across the globe have been targeted or exposed to some form of
violence online (e.g., threats, harassment, or stalking)” (Kumar, Gruzd, and Mai 2021). Technology-
facilitated gender-based violence (GBV) is defined as any action carried out using the internet and/or
mobile technology that harms others based on their sexual or gender identity or by enforcing harmful
gender norms (Hinson et al. 2018). The purpose of this study was to conduct a rigorous analysis of
existing evidence on technology-facilitated GBV in Asia and make actionable research, policy, and
programming recommendations.

To capture the breadth of information available on technology-facilitated GBV, the research team
conducted a comprehensive search of peer-reviewed (academic) and grey literature (reports, briefs,
white papers, and USAID DEC documents). The initial scope of the review included Central Asia and
the Pacific Islands; however, since the team found insufficient literature from those regions, the report
focuses on South and Southeast Asia. In addition to this landscape analysis, the team also conducted four
case studies on Bangladesh, India, Indonesia, and Thailand to research country-specific trends,
experiences, implications, and interventions.

Our review revealed that technology-facilitated GBV in Asia constitutes a myriad forms of abuse,
violence, and harassment in the information communication technology (ICT) sphere and is largely
shaped by key societal norms and values as well as the ever-evolving technological landscape within the
region. Cyberbullying, cyberstalking, defamation, image-based abuse, sexual harassment, doxing,
gendertrolling, and hacking are some of the many forms of violence perpetrated via technology. Given
the anonymous nature of the online space, which enables users to conceal and manipulate identities, it is
difficult to accurately discern information about perpetrators, such as their gender, age, location,
profession, and relationship to their targets. However, overwhelming evidence indicates that there is a
gender and sexual identity-based component of who experiences technology-facilitated violence, as a
result of which, women, girls, and LGBTQI+ groups are much more likely to be targeted. Those with
intersecting marginalized identities -- religion, caste/ethnicity, low-income, younger age, and people with
disabilities are more vulnerable to experiencing both online and offline violence, have longer-lasting
impacts, and are less likely to share or report the experience.

Findings also indicate that technology-facilitated GBV has varying and long-lasting impacts, including
physical, psychological, social, economic, and functional outcomes comprising everything from feelings of
guilt and shame to rape, acid attacks, and social isolation. The most common forms of addressing the
issue include changing online behaviors, such as shutting down relevant accounts and self-censorship.
However, significant barriers inhibit reporting and help-seeking behaviors. For instance, most social
media, networking, and online dating platforms have methods in place for users to report and flag online
harassment, abusive content, privacy violations, and fake profiles. However, many articles found that
survivors are overall dissatisfied with the response and prevention tactics of platforms. Common
barriers to reporting on platforms included poor awareness of reporting mechanisms (Devika et al.
2019); perceptions that the platforms would not do anything (Pasricha 2016); and a perception that filing
a report is cumbersome and complex (Buhkari 2014). Similarly, although local law enforcement and
government authorities have instituted both policy and programmatic responses to address cyber
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violence to varying levels of effectiveness, governments face many response and prevention challenges as
they struggle to create cohesive laws and timely policies that capture the increasing avenues of
technology-facilitated GBV. Definitions for the forms of technology-facilitated GBV in multiple countries
are disjointed, outdated, or non-existent in the laws (Akter 2015; Chowdhury 2016; Halder 2017;
Randhawa 2010).

At the community level, literature indicates that community settings like schools and workplaces lack
support mechanisms for survivors and are underutilized in response and prevention against technology-
facilitated GBV. Although academic institutions serve as important resources for children and youth,
educators lack the knowledge and curriculum to teach students about online safety and cyberbullying
prevention (Gurumurthy, Vasudevan, and Chami 2019). Additionally, few individuals turn to their families
or greater community for support after experiencing technology-facilitated GBV due to embarrassment,
lack of empathy, and fear of re-victimization. At the community level, gendered social norms and
patriarchal structures create a stigma that leaves survivors with limited ability to report, either because
they would not be taken seriously or because experiencing violence is seen as a private matter (Devika et
al. 2019; Randhawa 2010).

Addressing technology-facilitated GBV in Asia requires collective action from multiple actors at the
global, state, and local levels. The following recommendations are informed by findings from this
landscape analysis, country-specific case studies in Bangladesh, India, Indonesia and Thailand, and key
informant interviews with relevant stakeholders in the four countries. Some of these recommendations
have been noted previously but are repeated in this report as they are necessary elements to addressing
technology-facilitated GBV and have specific applications to Asia.

POLICY RECOMMENDATIONS FOR LOCAL/NATIONAL GOVERNMENT
e Conduct an analysis of the legal landscape from a survivor and human rights—centered lens.
e Enact laws specific to technology-facilitated GBV.

e Assess and amend/repeal anti-obscenity and anti-pornography laws that are actively harming
survivors or restricting consensual sexual expression.

e Conceptualize and circulate clear definitions of and information about technology-facilitated GBV
with law enforcement and legal officials.

e Increase capacity for existing independent state bodies/organizations with a focus on technology-
facilitated GBV.

e Repeal transphobic and homophobic legislation and strengthen protections for the LGBTQI+
population.

PROGRAMMING RECOMMENDATIONS FOR LOCAL/NATIONAL GOVERNMENTS AND CIVIL
SOCIETIES

e Conduct public education campaigns on technology-facilitated GBV.
e Develop specialized training for law enforcement and legal officials.

e Enhance data collection by streamlining reporting processes for survivors.
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Launch digital literacy and online safety training.

RECOMMENDATIONS FOR TECHNOLOGY COMPANIES

Enhance privacy settings of digital platforms.

Review online community standards to ensure gender and context are taken into consideration.

Strengthen staff capacity to improve response mechanisms and support resources.

Invest in trauma-informed and transparent reporting and response mechanisms.

RECOMMENDATIONS FOR RESEARCHERS

Increase focus on Central Asia and Pacific Islands.

Strengthen research partnerships with those responsible for reporting mechanisms and data
collection.

Investigate social media’s role in facilitating and addressing technology-facilitated GBV.
Increase knowledge of survivor-centric and culturally-nuanced responses.
Examine the gendered impact in areas or sectors with burgeoning technology growth.

Investigate trauma-informed best practices between employers and employees.

USAID.GOV TECHNOLOGY-FACILITATED GBV: FINDINGS FROM THE ASIA-PACIFIC REGION
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I. INTRODUCTION

Under the Democracy, Human Rights, and Governance Learning, Evaluation, and Research (DRG-LER) I
Activity, the United States Agency for International Development (USAID) contracted NORC at the
University of Chicago (NORC) in partnership with the International Center for Research on Women
(ICRW), to conduct a landscape analysis comprising a systematic evidence review and case studies to
understand technology-facilitated gender-based violence (GBV) in Asia.

There is growing interest among implementers and policy-makers to address this growing global issue
that, although widespread, has inconsistent terminologies and perceptions of what constitutes various
forms of GBV behaviors perpetrated through users of technology. Moreover, there has not been a
similar review of the Asia region to examine the numerous components of technology-facilitated GBYV,
regional and gender differences, interventions and their evaluations, and response mechanisms. The
purpose of this study was to conduct a rigorous analysis of existing evidence of technology-facilitated
GBV in Asia, summarize key gaps in the current knowledge base, and make recommendations to inform
future research and programming.

DEFINITION AND SIGNIFICANCE

Technology-facilitated GBV is defined as any action carried out using the internet and/or mobile
technology that harms others based on their sexual or gender identity or by enforcing harmful gender
norms (Hinson et al. 2018). Perpetrators and survivors can be of any gender, and the rationale behind
the violence is often rooted in hateful and hurtful actions based on someone’s sexual or gender identity.
However, despite knowing all of this, it can at times be difficult to define clear-cut cases of technology-
facilitated GBV.

The evidence-based conceptual framework below (Figure 1) outlines an experience of technology-
facilitated GBY, from the motivations and intentions of perpetrators to the impacts and help-seeking
behaviors of survivors. It focuses on six tactics that cross-cut various violent behaviors, including doxing,
hacking, threatening, image-based abuse, gendertrolling, and use of fake accounts.

USAID.GOV TECHNOLOGY-FACILITATED GBV: FINDINGS FROM THE ASIA-PACIFIC REGION | 4
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Figure |. Conceptual Framework for Technology-Facilitated GBV
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The UN Broadband Commissions for Digital Development Working Group notes that technology-
facilitated GBYV is a growing international phenomenon. Global literature also indicates that this type of
violence:

e s often connected to offline violence

e Impacts women, girls, and the LGBTQI+ community at disproportionately higher rates (survivors' of
technology-facilitated GBV are not only targeted because of their female-identify but may experience
violence because of their gender identity or sexual orientation as well)

e Contributes to the gender digital divide2 and
e Suppresses rights and civic participation, especially for women and girls

All of these aspects—singularly or together—can have catastrophic implications not only for women,
girls, and the LGBTQI+ community but also for societies.

' Note on terminology: Report authors primarily use the term “survivor” in this report, as it is more empowering
than “victim” and has become standard in the GBYV field. The exception to this is when a statement implies that an
individual is being processed through the criminal justice system or is currently experiencing violence, in which
case they are referred to as a “victim.”

2 The digital divide is the distinction between those who have internet and/or mobile access and are able to make
use of digital communications services, and those who are excluded from these services. The gender digital divide
reflects the inequalities between men and women in terms of digital technology access and use.
https://www.usaid.gov/sites/default/files/documents/DAI-1089_GDD_Primer-web_revl_9.6.21.pdf
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2. METHODS AND LIMITATIONS

The research team developed priority research and sub-research questions in collaboration with USAID
to guide the research process (Annex A). Given the paucity of evidence on this nascent topic, the
research questions focused on descriptive categories, such as trends, profiles of survivors and
perpetrators, the impacts of experiencing such violence and harassment, and challenges to and
facilitators of help-seeking behaviors.

To capture the breadth of information available through a growing body of evidence, the research team
conducted a comprehensive search of peer-reviewed (academic) and grey literature (including program
documents, white papers, and USAID DEC documents). The research team began with a definition of
and conceptual framework for “technology-facilitated GBV” developed by ICRW (Figure ). From this,
the research team organized key concepts into a table of searchable terms (Annex B), which informed
both the peer and grey literature search strategies. The initial scope of the review included Central Asia
and Pacific regions; however, as the team found insufficient literature from those regions, the focus of
this report is on South and Southeast Asia.

In total, the team screened over 2,000 articles and then analyzed 97 articles as part of the final included
set. Annex C presents additional details about the methodology behind the literature review process.
Figure 2 below shows the geographic distribution of articles included in the study.3

Figure 2. Geographic Distribution of Included Articles
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3 Some articles included in the review reported on multiple countries and were therefore double-counted in the
graph.
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3. FINDINGS, CONCLUSIONS AND RECOMMENDATIONS
FINDINGS

OVERVIEW OF TECHNOLOGY-FACILITATED GBV

Technology-facilitated GBV constitutes a myriad forms of abuse, violence, and harassment in the
information communication technology (ICT) sphere, including the use of devices and platforms such as
mobile phones, social media, and the internet. The overwhelming majority of evidence indicates that
there is a gender and sexual identity-based component of technology-facilitated violence, as a result of
which, women, girls, and LGBTQI+ groups are much more likely to be targeted. However, the internet
can be used as both a tool of empowerment and as a means of harassment; Hassan et al. (2018) highlight
this contrast in their study that examines the usage of social media campaigns to counter sexual
harassment and the presence of social media websites as a mechanism for perpetrating violence. The
nebulous nature of this harassment through online platforms can cause severe detrimental impacts on
women'’s physical, psychological, and financial well-being in addition to societal stigmatization due to the
challenges associated with its prosecution—among other offline consequences, such as decreased social
media presence and inhibited freedom of expression socially (Halder 2017; Gurumurthy, Chami, and
Vasudevan 2017).

Understanding the nature of technology-facilitated GBV requires special attention because it is different
from that of offline harassment, as online platforms afford a vast degree of anonymity that offline
interactions do not (Digital Rights Foundation 2017). Further, similar to in-person violence, the positive
and negative aspects of ICT and its associated use for the perpetration of technology-facilitated GBV are
strongly related to the cultural context of its country of usage (Hassan, Unwin, and Gardezi 2018).

RELATION BETWEEN ONLINE AND OFFLINE VIOLENCE

Findings from Asia suggest that technology-facilitated GBV and offline violence are often interlinked and
cannot be separated (Devika et al. 2019; UN Women 2020; Datta 201 3):

“Cyber violence [in India] was not understood as something separate from physical violence but an
extension of it by the women survivors.” —Sarkar and Rajan (2021)

Experiencing violence offline after experiencing online violence appears to be common in some
contexts, including in Thailand, where nearly 70 percent of those who had been victimized online were
also victimized offline (Ojanen et al. 2015). In other examples, victims of online violence and harassment
end up getting harassed in the streets or even raped and murdered:

“Out of all the crimes described by the respondents, teenage girls being sexually harassed and raped
tops the list. These cases occur because they use social media such as Facebook to communicate with
strangers. Typically acquainted via social media, they would later be asked to meet in real life and this
would sometimes lead to ... out of wedlock pregnancy” —Ghazali and Ghani (2018)

“Aside from inflicting very real psychological injury, targeted online violence poses increasing physical

safety risks, especially in the context of campaigns against women journdlists that trigger mob
reactions. One tenth (20 percent) of the women journalists we surveyed [in 15 countries, including
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some in Asia] reported experiencing abuse and attacks in the physical world that they believe were
seeded online. This ending is particularly disturbing given the emerging correlation between online
attacks and the actual murder of journalists with impunity.” —Posetti et al. (2021)

Below, the research team provides overviews of the different forms of technology-facilitated GBV that
appeared frequently in this review. As different forms of technology-facilitated GBV often overlap, it is
important to note that the categories are not mutually exclusive. Those overlaps are described where
possible in the rest of this section.

CYBERBULLYING OR ONLINE BULLYING

Cyberbullying is defined as “an aggressive and intentional act that is carried out using electronic forms of
contact by a group or an individual repeatedly and over time against a survivor who cannot easily defend
him or herself’ (Khine et al. 2020). The literature from Asia presents several variations of this definition,
all highlighting the repetitive and targeted nature of this form of violence (Bhat et al. 2017; Khine et al.
2020; Haarr 2013). This form of technology-facilitated GBV involves primarily male perpetrators bullying
female targets, though male perpetrators have also been found to harass others of their own gender
(Adebayo et al. 2020; Musharraf et al. 2019; Bhat 2017). Motivations behind gender-based cyber-bullying
include defamation, sexual harassment, and hate speech.

Existing evidence indicates that cyberbullying has become more common than offline harassment in
Asian countries such as Thailand (Ojanen et al. 2015). In a 2012 study conducted by Microsoft, India
ranked third among 25 countries in instances of cyberbullying, with approximately 50 percent of young
and adolescent Indian internet users having experienced cyberbullying (Jain and Agrawal 2020), and
Malaysia ranked |7th highest (Balakrishnan 2015). Another recent study found that 3 in |10 Malaysian
youths have been victims of online violence or bullying (Fitriana, Souket, and Yie 2020). In Vietnam, the
“rapid and widespread development of the internet and technology facilities such as computers, mobile
phones” have shown an increase in students experiencing cyberbullying, and nearly 31 percent of junior
and senior high school students have been targets of cyberbullying (Q. T. Le 2020). Similarly, in
Pakistan, cyberbullying and harassment amount to 32 percent of all cybercrimes reported in the
country (Saleem, Khan, and Zafar 2021). Another recent study in Thailand found high cases of abuse
and harassment perpetrated through the internet and mobile phones in regions with relatively lower
tech usage but with high community violence rates, indicating that violence rates can be magnified
through use of internet and mobile phones (Pradubmook-Sherer and Karansupamas 2020).

While it is an increasingly common form of technology-facilitated violence, the gendered nature of
cyberbullying is not consistent across the literature. Although some studies have found that
cyberbullying involves primarily male perpetrators bullying female targets (Adebayo et al. 2020;
Musharraf et al. 2019; Bhat 2017), others have reported no gender differences in cyberbullying
victimization (Balakrishnan 2018; Saleem 2021). For instance, in Malaysia, Adebayo et al. (2020) found
that among high school and undergraduate students, boys and young men are the primary perpetrators
of cyberbullying, and Fitriana et al. (2020) found that Malaysian men are also more likely to be victims
of traditional bullying and cyberbullying (Adebayo, Ninggal, and Bolu-Steve 2020; Fitriana, Souket, and
Yie 2020). Similarly, in India, there is no consistent correlation between gender and cyberbullying
perpetration: while Bhat et al. (2017) found that boys were more likely to engage in cyberbullying than
girls, Sharma et al. (2017) found that women were found to be active perpetrators of cyberbullying.
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DEFAMATION

Defamation in the context of technology-facilitated GBV can take place through dissemination of false
information or altered images via email, posts on social media platforms, messages in online public fora,
mailing lists, and bulletin boards (Datta et al. 2020) and is used to target survivors with the purpose of
damaging their reputations. Ghazali and Ghani (2018) note that the risk of defamation is a factor that
inhibits some survivors from freely expressing opinions and posting images while curating their social
media presence, as “social media is rife with slanders purposely uploaded to tarnish peoples’ image.” Survivors
also report fear of using internet platforms and social media sites like Facebook, as they are afraid
perpetrators might slander their presence, and they might become the target of further online
harassment, stalking, and defamatory posts. Research suggests that high-profile celebrities; those in
public roles, such as politicians or journalists; younger individuals; school students; and individuals from
marginalized groups, such as Dalit women in India, are most frequently the target of vitriolic
defamatory attacks online (Kumar, Gruzd, and Mai 202 |; Kunbuddee et al. 2021; Gurumurthy 2019).

SEXUAL HARASSMENT

Sexual harassment in the context of technology-facilitated GBV includes unwelcome sexual advances,
requests for sexual favors, and other verbal or physical harassment of a sexual nature, perpetrated
through online or technological means. Prevalent “eve-teasing”—a common euphemism in South Asia
for sexual harassment of women in public places by men (Talboys et al. 2017)—can normalize online
sexual harassment as a consequence of the offline world (Koirala 2020). However, it severely impacts
the online presence of survivors, often leading them to reduce or stop usage of a certain platform or
social media site.

In a study by Nova et al. (2019), the majority of Bangladeshi women participants complained about
being sexually harassed over social media, receiving messages that were categorized as either sexual
prepositions, sexually objectifying contents, romantic messages, or dating inquiries. A study in Pakistan
found that direct messages and phone calls were the most frequent modes of sexual harassment
(Hassan, Unwin, and Gardezi 2018). Sambasivan et al. (2019) similarly note that many South Asian
women also experienced cyber harassment through unwanted phone calls and text messaging.

The prevalence of experiencing online sexual harassment depends on factors such as age and profession.
In Nepal, despite recent increase in the number of woman journalists since the end of armed conflict in
2006, there continues to be widespread gender-based discrimination and online harassment that “[pose]
an additional threat to the participation of women in a male-dominated profession such as journalism”
(Koirala 2020). In a study sample of 46 Nepali female journalists, 82 percent of female journalists in the
21-25 age group were more likely to have experienced online sexual harassment, compared to 50
percent of women journalists above age 35. Journalists in junior positions were also more likely to face
abuse online than their senior counterparts. This gendered harassment reflects that widespread
discrimination against women in Nepali society is also being depicted online (Koirala 2020).

Though sexual harassment is a high-incidence crime, underreporting and a lack of willingness to report
the crime may hide the true extent of the issue in Asia. For example, while India’s National Crime
Records Bureau (NCRB) recorded that only 10 percent of cybercrimes reported in 2014—15 were
related to offenses against women or of a sexual nature, Gurumurthy, Vasudevan, and Chami (2018)
suggest that official statistics may not give a full picture, as the majority of victims of technology-
facilitated GBV do not seek legal recourse. A 2016 survey in India found that although 58 percent of a
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sample of 500 individuals reported facing some form of online harassment, 38 percent of them did not
take any action (Gurumurthy, Chami, and Vasudevan 2017). Saleem, Khan, and Zafar (2021) note similar
findings among participants in their study in Pakistan, where 62.2 percent of females said they never
reported when they received threatening messages of a sexual nature; a similar proportion of men also
never reported threatening messages online. Marret and Choo (2017) note in their study that in
Malaysia, the higher prevalence of online harassment compared with unwanted sexual solicitation
resembles the pattern of offline victimization, where levels of physical and psychological victimization
exceed sexual victimization.

CYBERSTALKING

Cyberstalking is a highly intrusive mechanism for gaining information about survivors through repeatedly
initiating unwanted contact for the purposes of defamation, sexual harassment, and other forms of
exploitation. It is a severe form of cyber harassment that constitutes a credible threat of harm to the
target (PEN America 2021). Cyberstalking is also one of the most reported forms of technology-
facilitated GBV in India, with 66 percent of women, especially younger women, experiencing
cyberstalking incidents (Xu 2010). Among participants in Sambasivan et al.’s 2019 study, cyberstalking
was the most common form of abuse reported in Bangladesh, Pakistan, and India, with some
women reportedly experiencing it on a daily basis. The researchers also noted that cyberstalking is
particularly dangerous, as perpetrators find potentially identifying information, such as addresses, and
can then use the information to stalk their targets both online and in-person (Sambasivan et al. 2019).

ONLINE EXPLOITATION AND CYBERGROOMING

Online sexual exploitation is a rampant form of abuse. Increased time spent online during the COVID-
|9 pandemic has rendered several at-risk groups, such as children, teenagers, and young women,
particularly vulnerable to perpetrators (Gill 2021). This form of exploitation can manifest in numerous
ways, such as through the order of “mail order brides” using internet services in Malaysia (Leng et al.
2014); posting deepfakes (images, audio, or video created using artificial intelligence to superimpose an
individual’s face on videos or images to create fake pornography) in cases from India (Haldar 2017); or
the facilitation of trafficking through the dissemination of explicit images (Flynn 2019, Randhawa 2010;
Dunn 2020). Perpetrators may also threaten survivors by blackmailing them for money or other goods if
they do not want offensive material to be leaked (Sambasivan et al. 2019).

Cybergrooming is a particularly grave form of exploitation, as there is typically an age differential between
the perpetrator and survivor and it involves someone (often an adult) who befriends or forms a close
connection with a minor online with ultimate intentions of sexual abuse, sexual exploitation, or
trafficking (ChildSafeNet, n.d.). The internet provides anonymity to perpetrators, who befriend their
targets in order to coerce them into sharing graphic or sexually explicit photos of themselves or even to
lure them into unwanted sexual activities (Chowdhury 2016). It is perpetrated to gain the trust of
targets, who then may be subjected to other offline forms of violence such as harassment and stalking,
with the ultimate objective of exploitation and abuse. The timespan of this form of violence can range
from a few short weeks to several years (Andrews et al. 2020). Wachs et al. (2016) conducted a study
reporting the prevalence of cybergrooming across Germany, the United States, the Netherlands, and
Thailand, in which the data indicated that participants in Western nations exhibited lower risk for
experiencing cybergrooming compared to Southeast Asian participants. The authors suggest that
these differences might be explained by reduced monitoring of online activity by parents, as well as
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cultural differences such as sensitivity to sexual aggressions online and poor parent-child communication.
The authors also note that prevalence for cybergrooming is difficult to measure due to limitations of
self-reports, police reports, and law enforcement interviews.

Cybergrooming is also closely linked to the online child sexual exploitation (OCSE), a growing form of
online abuse where minors are coerced into sexual activity. Online platforms may be used to exploit
targets for the intention of trafficking, with certain platforms, such as online chat rooms, advertisements
for employment, marriage agencies, and dating agencies, used to lure survivors. The Philippines is
considered a “hot spot” for OCSE, with cases rising each year. According to a recent report, the
Philippines government recorded 280,000 cases of cybersex trafficking or the online streaming of sexual
abuse of children in 2020 (Save the Children and Plan International 2020).

Finally, the International Organization for Migration (IOM) found that most survivors of trafficking
solicited or exploited through the internet come from Asia, “with more than 225,000 arriving annually
from Southeast Asia and more than 150,000 from South Asia” (Leng, Khan, and Rahim 2014).
Additionally, in India, the sale and exchange of “rape videos” online is a particularly disturbing and
increasing trend. Entire websites are dedicated to “rape pornography,” driving an increase in incidences
of cybersex trafficking for these purposes and in production of more videos of sexual assault (Dunn
2020). According to research in Southeast Asian countries, a combination of poverty and expanding
internet infrastructure are contributing factors to the expansion of trafficking and related abuse, such as
cyber prostitution (Brazal 2020).

HATE SPEECH

Hate speech in the context of technology-facilitated GBV encompasses insults or attacks against targets
based on their gender, sexual identity, or presentation, or derogatory speech toward protected groups
through use of technology (Kumar et. al 2021). In the online sphere, the term “speech” expands to
include targeted text, images, and videos, in addition to voice calls.

Online hate speech is commonly directed toward populations, and especially women, who belong to
religious or ethnic minorities or who hold views that do not align with social norms or existing political
scenarios in the country of origin (Chowdhury 2016). Islamophobic hate speech that falls within the
technology-facilitated GBV space appears particularly ubiquitous, with survivors in India facing vitriolic
name-calling such as “Jihadi Jane” (Rae 2020). In India, caste-based discrimination against women is also
prevalent online, with the perpetrators often being of higher castes (such as Brahmins) than their targets
(Munusamy 2018). Sources in Asia also highlight the public nature of social media as a key driver of
online hate speech, where women who are politically active on social media may be particularly targeted
with online hate speech “so that people can see it” (Chowdhury 2016). One study from

Indonesia found that social media channels like Facebook or Twitter are used by people to express
homophobic sentiments (Mana, Wahyuni, and Baadila 2015).

DOXING

Doxing is a form of technology-facilitated GBV that involves the malicious disclosure of private or
identifying information (such as addresses, government identification numbers, employment details,
family information) about anonymous individuals on the internet (Sambasivan et. al 2019). It is also
commonly associated with threatening, sexual harassment, and other forms of directed abuse used to
shame survivors. In Pakistan, Hassan et al. (2018) found that in cultures where pre-marital interactions
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between genders is stigmatized, some men harass and threaten their ex-girlfriends after breakups by
posting or sharing identifying information and pictures online.

Reports from Asia indicate high incidents of content leaks and/or doxing. Amnesty International found
that in 2018, one-third of women in India who experienced online harassment had been doxed (Dunn
2020). LGBTQI+ populations are especially at risk of being doxed by perpetrators who wish to out
them. This can often be through events they attend where identifying information is circulated about
them later or by meeting someone online who later outs them. Doxing can thus severely impact the
physical safety and mental health of these groups (Chowdhury 2016; Bhattacharjya et al. 201 |; Dunn
2020). This is corroborated in Sambasivan et al.’s (2019) study in Bangladesh, Pakistan, and India,
where survivors reported experiencing physical violence as a consequence of online abuse—both from
perpetr